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1 Overview

Simple Network Management Protocol (SNMP) is an Internet-standard protocol for collecting and organizing
information about managed devices on IP networks and for modifying that information to change device
behavior.

Here we describe the SNMP function list and operation of Hongdian Router for you.

2 Description

2.1 SNMP Function List

The router’s various objects information can be stored in the MIB data structure, Here is the list view and the
detail information of MIB data to the router’s SNMP function. Load the router’s MIB file into the MIB Browser,
and then you can see the list item info of the router, as the following table shows.

List View Detail
75 ROUTER General info under "ROUTER":
?:;;mr:nier hostName: the hosthame of the router.
&G routerNetinfo serialNumber: the serial number of the router.
[—‘J[Bv moderm
i [ modemTable "modem" includes following info:
= B modemEntry modemName: the interface name of the modem.
""" modemiame modemStatus: the modem status.
----- modemStatus
..... modemNat Type modemNetType: the network type of the modem.
..... modarmDNS modemDNS: the DNS of the modem network.
----- maodemsIMStatus modemSIMStatus: the installation status of SIM card.
""" modermlP modemlP: the IP of the modem network.
""" modempTime modemUpTime: the up time of the modem.
""" modemFlowR modemFlowR: the totaldata flow received by the modem.
----- modermFlows
_____ modemSingal modemFlowsS: the total data flow sent by the modem.
..... moderrBSID modemSignal: the signal strength value of the modem network.
----- maodemGlaballP modemBSID: the BSID in the modem.
----- ,? modemStatusTrap modemGloballP: the global IP address of the modem network.
----- _r modermSignalTrap

"wan" includes following info:

wanName: the interface name of the WAN port.
wanType: the connection type of WAN interface.

wanlP: the IP address of the WAN interface.

wanRemotelP: the remote IP address of the WAN interface.
wanMASK: the subnet mask of the WAN interface.

wanMAC: the MAC address of the WAN interface.
wanStatus: the running status of the WAN interface.
wanFlowR: the total data flow received by the WAN interface.
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B2 wan

EH wanTable

- B wanEntry

----- wanhame

..... wanT'-,rpe

----- wanlP

----- wanRemotelP
----- wanMASK

----- wanMAC

----- wanstatus

----- wanFlowR,

----- wanFlows

----- wanFlowup
----- wanFlowdown
} wanstatusTrap

} wanlpStatusTrap

= lan

Y lanTable

B B lanEntry

----- lankame
----- lanStatus
----- lanIP

----- lanMASE
----- lanMAC
----- lanFlowR,
----- lanFlows
----- lanFlowup
----- lanFlowdown
;7 lanstatusTrap

- ipsac

ipsecstatuss
. ipsecTable
= E& ipsecEntry
- ipsechame
ipsecstatus
: ipsecLocalSubnat
(- ipsecRemateSubnet
} ipsecstatusTrap

B gre

areStatuss
F greTable
= B agreEntry
----- arehame
b greStatus
greLocalVirtuallP
: greLocalExterniP
B grePesrExtermIP
----- greFlowR
L areFlows
;7 greStatusTrap

wanFlows: the total data flow sent by the WAN interface.
wanFlowup: the upload speed on the WAN interface.
wanFlowdown: the download speed on the WAN interface.

"lan" includes following info:

lanName: the interface name of the LAN port.

lanStatus: the running status of the LAN interface.

lanIP: the IP address of the LAN interface.

lanMASK: the subnet mask of the LAN interface.

lanMAC: the MAC address of the LAN interface.

lanFlowR: the total data flow received by the LAN interface.
lanFlowsS: the total data flow sent by the LAN interface.
lanFlowup: the upload speed on the WAN interface.
lanFlowdown: the download speed on the WAN interface.

"ipsec" includes following info:

ipsecStatusS: the status of the IPSec service(general status).
ipsecName: the interface name of the IPSec network.
ipsecStatus: the running status of the IPSec network .
ipsecLocalSubnet: the local subnet of the IPSec network.
ipseRemoteSubnet: the remote subnet of the IPSec network.

"gre" includes following info:

greStatusS: the status of the GRE service(general status).
greName: the interface name of the GRE tunnel.
greStatus: the running status of the GRE tunnel.
greLocalVirtuallP: the local virtual IP of the GRE tunnel.
greLocalExternlIP: the local external IP of the GRE tunnel.
grePeerExternlP: the peer external IP of the GRE tunnel.
greFlowR: the total data flow received by the GRE.
greFlowsS: the total data flow sent by the GRE.

"vpdn" includes following info:

vpdnStatusS: the status of the VPDN service(general status).
vpdnName: the interface name of the VPDN.

vpdnStatus: the running status of the VPDN.

vpdnProtocol: the VPDN protocol.

vpdnLocallP: the local IP of VPDN.

vpdnRemotelP: the remote IP of VPDN.

vpdnFlowR: the total data flow received by the VPDN.
vpdnFlowsS: the total data flow sent by the VPDN.

"temperature" includes following info:
temperatureValue: the temperature value of the equipment.
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-1 vpdn

- @ ypdnStatuss
= [ vpdnTable
B B vpdnEntry

» ypdnProtocal
» vpdnLocallP
» ypdrRemaotelP

----- ,3 vpdnStatusTrap
=& temperature
- [ temperatureTable
B EF temperatureEntry
Lo temperatureyalus
: } temperatureWarnTrap

2.2 SNMP Operation

1. Let the PC connect to the router and browse into the router’s configuration web page. Enter
“Application->SNMP” page to configure the SNMP function. Wherein fill in your PC’s IP address in the “Trap
IP” list, while others can follow the writing in the figure below.

Applications

ICMP Check DDNS SNMP M2M

SNMP Service Enable

Basic Settings
Port 161 |[F 1-65535
Community 12345 | Max length is 32
Trap IP 192.168.8.154 |kg. 192.168.8.1
Trap Port 162 |11-65535
Loopback Status (O Enable ® Disable

2. Turn to the MIB Browser on the PC, and fill in the “Address” with “192.168.8.1” so as to connect to the
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router. Then click “Advanced” icon to input the configuration info in the popup dialog. The “Write
Community” is not necessary. It can be empty.

4¥ iReasoning MIB Browser
File Edit Operations Tools Bookmarks Help

Address: |192.168.8.1 =1 Advanced... OID: |.1.3.6.1.4.1
X Result Table |
P Ta
4 @ Advanced el [
Address | 192.168.8.1 J/ |
F 7.
Port [161 | b5
3.
Read Community |aeees | 5.
Write Community |eeeas | g
) SNMP Version |2 - s
[—}--[E:v? X 7
p Ok [ Cancel 3.
i 5.

3. Focus on "ROUTER" and right click to select "walk" on the popup menu as follows.
<» iReasoning MIB Browser

Fle Edit Operations Tools Bookmarks Help

Address: | 192.168.8.1

@ MIB Tree

=& iso.org.dod.intemet. private.enterprises
@ EPON

Find in subtree
Expand subtree

Graph View Clrl-R

Get Cirl-G

Get Next Cirl-n

Get Bulk Cirl-g

Get Subtree Cirl-E

B Set Cirl-5
L wak ___criw |
L:;h'e Wiew Cel-T

S IpSECoTatUs

It will show all the valid values of the following list item to the "Result Table" of MIB browser, as the following
pictures shows.
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MName /01D | Value Type

hostMame.0 rauter QOctetstri.. |-
serialMumber.0 12345678 OctetStri...
mademName.0 0 QctetStri...
mademStatus.0 connected CctetStri...
modemietType.0 wecdma QOctetStri...
modemDNS.0 120.80.80.80 OctetStri...
modemSIMStatus.0 siml OctetStri..
maodemlIP.0 10.76.248.28 OctetStri...
modemUpTime. 0 0 days 0 hours 13 minutes 35 seconds QctetStri...
modemFlowR.0 1139554 Counter32
mademFlows.0 773823 Counter32
modemSingal.0 2 Integer
modemBsID.0 [lac: 1[ci:] QOctetStri...
modemGloballP.o 112.97.57.147 OctetStri...
wanhame.0 etho OctetStri...
wanType.0 Static IF QOctetStri...
wanlIP.0 192,168.10.1 OctetStri.,
wanRemotelP.0 192.168.10.1 OctetStri...
wanMASK. O 255,255.255.0 OctetStri...
wanMAC.0 20:15:01:01:00:00 OctetStri...
wanStatus.0 disconnected OctetStri...
wanFlowR.0 2469165 Counter32
wanFlows.0 1487109 Counter32
lanMame.0 bra OctetStri...
lanStatus.0 connected QctetStri...
lanIP.0 192.168.8.1 OctetStri...
lanMASK.0 255,255.255.0 OctetStri...
lanMAC.0 20:15:01:01:00:00 OctetStri...
larFlowR.0 2457802 Counter32
lanFlows.0 1486941 Counter32
ipsecStatuss.0 disconnected QctetStri...
greStatusS.0 disconnected OctetStri...
vpdnStatuss.0 disconnected QOctetStri...
temperatureValue.0 0.00 Octet5tri...L

Wherein, on this running display, the router dose not enable VPN function, and it only shows the status of each
VPN list which with the value is "disconnect". For the "ipsec" list, the value of "ipsecStatusS" is "disconnect", and
the data items in the "ipsecEntry" do not exist in the MIB result table. It is the same as "gre" and "vpdn" list. If
VPN is setup and used, it will show detail VPN interface information.

4. Open the popup dialog by “Tools->Trap Receiver” to receive the trap info by listening the port 162, such as

router disconnect, router reboot and others.
rowser

-]ﬁookmarks Help
| Trap Receiver

Trap Sender

o

QOperations Tools

Fing :
p = & -

Trace Route P . 1% Options

Metwork Discovery Description i —

Port Wigs

Switch Part View

Device Snapshot

Cisco Device Snapshot
Compare Devices Chrl-0

Log Winclow:

Cptions
I T aoie
vpdnEntry
vpdniame
vpdnStatus % 4
vodnProtocal

5.  You can also send trap by manual, for example, right click “modemStatusTrap” under the “modem” list in
the MIB Browser, then click “Send Trap” to open the Trap Sender dialog, as following figure shows.
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= madem
. & [ modemTable
- B B modemEntry
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