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1 Installation Instructions 

This chapter details the detailed process of platform one-button deployment and the related parameters 
and port introduction of the platform.Because the jdk, mongo, mqtt, node, redis, wedora_server, jar 
package, etc. 
are integrated in the one-click installation package, before installing the platform, you need to manually 
install gcc gcc-g++ and some dependencies of mysql (depending on the local system status) ), after the 
basic environment is installed, you can use it with one-click installation. 

1.1 Server configuration requirements 

1.1.1 Server preparation for software deployment and operation 

Because it involves massive data storage, it is recommended that it be deployed and adopted by 
the customer's production system: 
 

Na
me Use of the server Operating 

system 
Configuration requirements 

CPU RAM hard disk 
Public network: 1) Gigabit NIC is recommended; 2) Bandwidth is recommended to be no less than 20M/s 

serv
er 

Deploy mysql(directory /usr/bin), 
jdk1.7, redis, MongoDB, ndoe, 
mqtt 
（ /home/wedora/server/tripartite
）、 
Deploy platform server 
(/home/wedora/server/),  
platform components:fep_mqtt, 
fep_mqtt, wedora_server, wse; 

Centos 6.5/7.5 
Dual core / 
2.5GHz and 
above 

8G+ 

>=500GB, 
where the 
Home 
directory is 
not less 
than 
200GB 

 
PS: During the installation of the operating system, the home directory is recommended to be as large as 
possible, so that users can store platform-related services and data. 

1.1.2 Dependent environment preparation for software deployment  

     and operation 

Seria
l 

num
be 

Service 
module 

name of software version number Description 

1 OS system operating system Centos 6.5/7.5 Standard version 
2 Third party 

service 
Database Mysql Mysql5.5+（低于 5.7） Recommended version 

3 JAVA environment Jdk 1.8 Provided by the platform 
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4 Node JS V10.6.0 Provided by the platform 
5 Redis V2.3 Provided by the platform 
6 Mqtt server V2.3 Provided by the platform 
7 Database mongodb v3.2.1 Provided by the platform 
8 ipfix  Provided by the platform 
8 

Platform service 

Wedora_server  Provided by the platform 
9 wse  Provided by the platform 

10 Front-endmachine wmmp  Provided by the platform 
11 Front-end machine mqtt  Provided by the platform 

1.1.3 Directory plan and configuration files for the required 

installation services 

The default service installation path for the platform: /home/wedora/server 
The default installation path for third-party services:/home/wedora/server/tripartite 
The configuration file path of the platform Redis and Mongo:/home/wedora/server/conf/ 
 

Serial 
number 

service Directory location Configuration file (path) 

 Platform-side service 

1 Wedora_server ../wedora_server ../wedora_server/config/config.js
on 

2 Front-end 
machine wmmp 

../fep_wmmp ../fep_wmmp/apps.xml 

3 Wse statistics 
component 

../wse ../wse/config/application.yml 

 Third party service 
1 Mysql database /usr/bin/mysqld /etc/my.cnf 
2 Jdk  ../java .bashrc 
3 Redis ../redis ../redis.conf 
4 Mongodb database ..mongo ../mongodb.conf 
5 Node ../node-v10.6.0  .bashrc 
6 Mqtt server ../mqtt ../mqtt/etc/emq.conf 
7 ipfix /home/wedora/server/ipfix ./config.ini 

     

1.2 Platform service installation 

1.2.1 System installation requirements 

1) Centos 6.5/7.5The Centos 6.5/7.5 system is the prerequisite for the installation and 

operation of the service. Please install the centos version as required below! 

(avoid not being able to use) 
The installed version of the system is :CentOS-6.5-x86_64-bin-DVD1.iso  
CentOS-7.5-x86_64-bin-DVD1.iso 
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The download address of the Centos image is:http://vault.centos.org/ 
 
[Note: Due to the centos7.5 system itself, you need to download and install additional dependencies, so 
you need an external network connection! ! 】 
2) Before proceeding to the next step, due to system problems with centos7, you need to install update 
gcc to version 4.8 and above in advance. 
#yum install gcc gcc-g++ 

#gcc --version 

 
 
 
3) Check if the necessary dependencies for mysql (such as perl and network-tools) are installed。 
 
Use the following command to install: 
#yum install -y perl 
#yum install -y network-tools 
 
 

1.2.2  One-click installation package installation 

Get the installation package Wedora_V1.8.0_EN_20181228.iso,upload the installation package to the 
/root directory on the server to install it. The process is as follows: 
1)  Mount the installation package 
#mkdir  /mnt/cdrom  （It is recommended to mount to /mnt/cdrom） 
#mount -o loop wedora_V1.8.0_20181228.iso /mnt/cdrom/ 
 
2)  One-click installation 
#cd /mnt/cdrom 
# sh start-install.sh 
Select the installation directory, if you do not enter the directory name and directly press Enter, it will be 
installed in the default directory /home/wedora/server. 
 
3) Environment variable preservation 
#source /etc/profile 
 
4) View the installation directory 
#ll  //Directory structure after installation is complete 

http://vault.centos.org/
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1.3 one button start and stop service 

#cd /home/wedora/server/bin 
#ll 

 
#sh startup_wedora.sh     //Start the wedora service 
 
Start the platform: 
Access platform address in the browser: 
http://*server IP*:50107 (default address) 
Default username and password:admin/123456 
The default port of the platform is 50107.You can see the "50107" port in the config.json configuration 
under /home/wedora/server/wedora_server/config. You can modify the corresponding port number as 
needed. 
 
#sh shutdown_wedora.sh    // Stop the wedora service 

 
 
#sh startup_wedora.sh 

http://*server/
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In addition, the mysql service is not started in the script. After the mysql is installed, it will start 
automatically and does not need to be restarted. 
If a single service fails to start, you can start it manually. For details, see the last chapter of the document. 

2 FAQ for deployment operations 

2.1 frequently asked questions 

2.1.1  Open platform port 

The platform needs to be shut down in the actual use process, and the platform port needs to be released: 
execute the script to open the platform port 
#/home/wedora/server/bin/open_port.sh 
Enter the number of open ports and specific ports 
Such as: open port 1833 to access 
Enter the number of ports and port number. 
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It is recommended to only open port 50107 for accessing the platform address and 
port for device access and upgrade (default is 41880, 41882) 
 

 
 

2.1.2 Clicking on the user group will cause a stuck phenomenon 

Mysql database has a case-sensitive configuration, so edit the mysql configuration file and set it to be case 
insensitive. 
#vim /etc/my.cnf 
[Add the following content under [mysqld] and restart: 
lower_case_table_names=1 
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2.1.3 After stopping the platform service, it cannot be started again 

Check whether the service corresponding to the port is in the startup state and check whether the port is 
occupied. 
# ps –ef|grep redis 

 
 
Restart after shutting down the service (see the last chapter of the document for details) 

2.1.4 The device cannot register the platform after the platform is 

started (the device cannot be seen) 

#cd /home/wedora/server/fep_wmmp/ 
#vi apps.xml 
Change the address of the UDP protocol to the IP of the server: 
In the example below: 

 



 
 

 

 

9 

 
:wq（Save and exit） 
Restart the wmmp service 
 

2.1.5 Platform failed to upgrade remotely 

    When the platform fails to upgrade through remote, you can check the problem by viewing the 
wmmp log: 
    1. If the device returns to the upgrade state, it is a failure, which proves that the platform command 
was successfully sent to the device, and the device does not support the upgrade of the installation 
package; 
    2.If the device does not return to the upgrade state, check whether the WAN port information 
configured in the apps.xml of wmmp is correct. The configuration of the external network address and the 
external mapping port may be incorrect. 
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2.2 platform configuration information 

2.2.1 Default password settings 

Under the premise that the customer has no special requirements: 
 

name account /password 
MySQL root/sa 

wedora/123456 
Mongo wedora/123456 

redis / 
The Landing of the platform admin/123456 

 

2.2.2 The Configuration Of Default Port  

For external network access, the external network access rights of http (50107) and fep_wmmp (41880, 
41882) ports must be enabled by default. 
 
  name The port 

number 
The path of Configuration  Remarks 

Internal port 

mysql 3306 /etc/my.cnf No need to modify 

mongo 27017 ../mongodb.conf No need to modify 

redis 6379 ../redis.conf No need to modify 

External port (external mapping required) 

http-port 50107 ../wedora_server/config/co
nfig.json 

Front end access port of http 

mqtt 1883 ../mqtt/etc/emq.conf Access to IPC type devices 
needs to be mapped 

Fep_mqtt 1883 ../fep_mqtt/app.xml The access port of IPC 
device 

Fep_wmmp 41880 ../fep_wmmp/app.xml The access port of Router 
and DTU  

41882 The port that the device 
uses to upgrade data. 

5001  Required port for Iperf 
function 

ipfix 41803 ../ipfix/config.ini  Default port for ipfix 
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2.2.3 Configuration of Front End Service Wedora_sever 

#cd /home/wedora/server/wedora_server/config 
#ll 

  
#cat config.json         

 
 

 
 
The configuration instructions of Config.json : 
internet_ip：The front-end access IP of wedora_server needs to be filled in to the external network IP, and 
the port needs to be mapped. 
 
Redis_nodes, mysql, mongodb, and mqtt are the default configurations. They must be consistent with the 
corresponding component ports and user passwords. 
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2.2.4 Configuration of the front-end machine Fep_mqtt 

Check the apps.xml file 
#cd /home/wedora/server/fep_wmmp 

 
#cat apps.xml （Check the apps.xml configuration file） 
 

  
Introduction to the apps.xml configuration: 

The TERM_SERVER_ADDRESS and HTTP_ADDR_CMD parameters in the file are the local monitoring 
IP plus port (used to receive data reported by the device. After the service starts, it starts listening and 
waiting for device data reporting. It is also called registration port). 

The TERM_UPGRADE_ADDRESS_LAN parameter in the file is the port used to upgrade the device, 
and also used for local monitoring. 

The TERM_UPGRADE_ADDRESS_WAN parameter in the file is the device upgrade port, which is used 
to notify the device and let the device connect to the server for upgrade (it needs to be modified to be an 
external network interface to ensure that the device can be connected, otherwise the upgrade problem 
cannot be transmitted). 

Note: Public network addresses in different environments need to be configured with public network 
ip and external mapping ports in TERM_UPGRADE_ADDRESS_WAN. The default external mapping port is 
41882. 
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2.2.5 Configuration of Statistical component wse 

#cd /home/wedora/server/wse/config 
# cat application.yml  //View the configuration information of the statistics component 

 

2.2.6 Configuration of Mysql database  

#cat /etc/my.cnf  
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2.2.7 Configuration of Mongo database 

#cd /home/wedora/server/conf 
#ll（check the list of files） 

 
#cat mongondb.conf   //View mongodb the information of configuration and port 

  

2.2.8 Configuration of Redis database 

#cd /home/wedora/server/conf 
#cat redis.conf     // View the configuration of redis 
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2.2.9 The configuration of ipfix service  

#cd /home/wedora/server/ipfix 
#ll 

 
#cat config.ini 

 

2.2.10  The Configuration of Mqtt server 

# cd /home/wedora/server/tripartite/mqtt/etc 
# ll 
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# cat emq.conf    //The port used by the service is the same as that configured by wedora_server and 
fep_wmmp_fep_mqtt. 
 

 
  
 
 
 

2.3 commonly used methods for restarting services 

2.3.1 Mysql 

Out of service: 
#service mysql stop 
Open the service: 
#service mysql start 
Restart the service 
#service mysql restart 

 
 
PS:the mysql user uses the super user root to perform the restart, and other services need to be switched 
to the wedora user to execute 

2.3.2 Mongo 

Out of service: 
#ps -ef|grep mongo 
#kill -15 {PID} 
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Open the service: 
# /home/wedora/server/tripartite/mongo/bin/mongod --config 
/home/wedora/server/conf/mongodb.conf --auth 
#ps -ef|grep mongo 

 

2.3.3 Redis 

#ps -ef|grep redis 
Out of service: 
#service redis stop 
Open the service: 
#service redis start 
 

 

2.3.4 Mqtt 

Out of service: 
#ps -ef|grep mqtt 
#kill -9 {PID} 
#ps -ef|grep mqtt 
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You can see that the mqtt process is gone, but there may still be programs waiting for port 1883, so you 
need to wait for a while, port 1883 will be completely released, mqtt can be restarted successfully. 
Open the service: 
#cd /home/wedora/server/tripartite/mqtt/bin 
#./emqttd start 
#ps -ef|grep mqtt 

 
At this point, check that the mqtt process has started, and the service is successfully started. 

2.3.5 Wedora_server 

Out of the the service: 
#pm2 stop wedora 
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Open the service: 
#pm2 start wedora 

 
View related files: 
#pm2 list 

 

2.3.6 Wse 

#ps -ef | grep java 

 
out of the service： 
#kill -9 {pid} 
Open the service: 
#cd /home/wedora/server/wse/ 
#nohup java -jar -Xms2048m -Xmx4096m /home/wedora/server/wse/wedora-server-engine.jar 
--spring.config.location=/home/wedora/server/wse/config/application.yml & 
 

2.3.7 Fep.wmmp 

Out of the service: 
#ps –ef|grep fep.wmmp 
#kill -9 {PID1} (In the legend, the 102653 script process is stopped first.) 
#kiil -9 {PID2} (Then stop the 104920 service) 
#ps -ef|grep fep.wmmp 
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The related process of Fep.wmmp is gone, and it proves that it has stopped successfully. 
open the service: 
#cd /home/wedora/server/fep_wmmp 
#. /fep_wmmp_startup.sh 
#ps -ef|grep fep.wmmp 

 
 

2.3.8 Ipfix 

Out of the service: 
#ps -ef | grep ipfix 
#kill -9 {pid1}  //2486 script process as shown 
#kill -9 {pid2}  //2535 service process as shown 

 
Use a script to stop: 
#cd /home/wedora/server/ipfix 
#sh ipfix_shutdown.sh 
 
Open the service: 
#cd /home/wedora/server/ipfix 
#sh ipfix_startup.sh 
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