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1 Overview

Wedora Cloud is the M2M Cloud Management Platform for Hongdian M2M products including routers, DTU,and
etc.

This article introduces how to enable the https visit.

You should get the CA by yourself. Wherein, this document is make the example on local testing with a local CA.

2 Description

2.1 Configuration steps

2.1.1 Preparation

1. Login the platform, check the url as below, which is HTTP type in default.
http://192.168.137.84:51682/wedora
x|

| ® 2 [EPETTEERET)S1682/wedora/ vER e fY| | Qe

M2M Cloud

Username

Password

Keep session

2. Apply for the SSL certificate.
As the demo, we take the local CA.( You should get a commercial SSL for actual using).
After your PCinstalled the Java APP. You should get "keytool.exe" in the folder.

Doc Index: AG-38 3



Application Guide - Wedora Cloud-Notification-Email

.omputer » Local Disk (C:}) » Program Files (x86) » Java » jrel8.0111 » bin »

Tools  Help
4 Open Burn Mew folder

§ i L § L L L L ol o
- | 23 14 b 7! b O b 1 b 7! L)
5 client dtplugin plugin2 awt.dll beidll depr.dll decora_sse.  deploy.dl
dil
i K e T e K .
T ] T T T e O] el
gstreamer-l  instrument.  j2pcscdll 2pkesll.dll jaas_ntdll jabswitch.e Jjava.dil java.exe
ite.dll dlil He
4 4 o o e P
e =~ i s i) e e e &
(€& & 8 & & &
java-rmi.ex  javaw.exe  javaws.exe Jawt.dll JAWTACces Jdwp.dll Jfr.dll jfxmedia.d
3 sBridge-32.
dil
: 2 o o o | o E =]
il i il oy il
s Jpeg.dil Jjsdt.dll jsoeund.dll  jsoundds.dl kems.dll keytool.exe kinit.exe klist.exe
|
open CMD

cd C:\Program Files (x86)\Java\jrel.8.0 111\bin
keytool -genkeypair -alias "tomcat" -keyalg "RSA" -keystore "D:\tomcat.keystore"

» Computer ¢ Lecal Disk (C) » Program Files (x86) » Java » jrel8.0.111 » bin »

View Tools Help

Include in library = Share with = Burn New folder
=5
| k L § L o [l w0 Lot o [l o
op - | A - et s ] - -5 s -
1t Places client dtplugin plugin2 awt.dll bei.dll depr.dll decora_sse.  deploy.dll  dt_shmem. dt_so
iloads <L < !
Sz B8 Administrator: C:\Windows\system32\cmd.exe
rve _r, Microsoft Windows [Vewrsion 6.1.76811
Copyright <c> 2082 Microsoft Corporation. All rights reserved.
gstrea
s L lC: Wsers\Adninistratoryed C: SProgram Files {(x86>“Javasjrel.8.8_111%hin
ments
E C:“Program Files OB6>~Javarjrel 8.8 _11i~bin>
res
zrsion JERE
g
s

BN Administrator: CA\Windows\system32\cmd.exe EI ]

Microsoft Windows [Version 6.1.76811]
Copyright (c> 200% Microsoft Corporation. All rights reserved.

C:xlUzers Administrator>cd C:“Program Files (x86)“Java‘jrel.8._0_111%bin

C:“Program Files (xB6>>Javajrel.8.@_i1i*bin>keytool —genkeypair —alias “tomcat'
—keyalg "REA" -keystore "D:tomcat.keystore" _

Then input password

123456
input your platform URL, such as:
192.168.137.84

This is important, may sure it is correct to your domain or IP.
Next, others can be anything.
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the name
[Unknownl:z: anything
What iz the name of yo State or Fro
[Unknown 1=
country code for this unit?

U=anything. anything, L=anything. ST=anything,. C=anygthi

After generated, it is saved in D:\ as below.

» Computer » 0% (D) »

To]|
w Tools Help

Include in library Share with « Burn New folder

17.10_12log Date modified: 2017/10/12 19:40
Type: Text Document Size: 1.83 KB

laces E .

. [ cli_test.conf Date modified: 2017/2/17 17:03
Type: CONF File Size: 1.09 KB

S

. tomcat.keystore Date modified: 2018/1/4 14:01
Type: KEYSTORE File Sizes 4.39 KB

2.1.2 Operation

1. Open the platform server shell(CentOS Shell)
For example, ssh to 192.168.137.84:22 to login.
Input the commands

cd /usr/local/wedora/tripartite/tomcat/
cd conf/
1s

& myPC-137.7 - @localhost:/usr/local/wed: il ite/tomcat/conf - Xshell 5 (Free for Home/School)
3 - & - ODO, &-n-Q- A4- €@ 110 é&a B-1W- @
e

% R New Session (9)
File Edit View Tools Tab Window Help
® 1 myPC-137.7 ® 2 myPC-137.7 ® 3 myPC-137.7

Xshell 5 (Build 1060)
Copyright (c) 2002-2017 NetSarang Computer, Inc. All rights reserved.

help' to learn how to use Xshell prompt.
1%

home.net
sr/loca
cd conf/

catalina.properties logging.properties [HINEIEEGI tomcat-user ml tomcat.key

Open the xftp (or other sftp client)
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¥ myPC-137.7 - root@localhost:/ust/local/wedora/tripartite/tomcat/conf - Xshell 5 (Free for Home/School)
== A G - MO &-3-9- - €@ 1A H-E- ®
& 192.168.137.84
[% [ New Session (9)
File Edit View Tools Tab Window Help
®» 1 myPC-137.7 ® 2 myPC-137.7 ® 3 myPC-137.7 4 myPC-137.7
shell 5 (Bu

pyright (c 17 NetSarang Computer, Inc. A1) rights reserved.

ype “help' to r ow to ell pro
1 1

[E=S OB ===

192.168.137.84 ) m

/usr/local/wedora/tripartite/tomcat/conf - i O
Name 2 Size Type Modified Attriby
Catalina File folder 2017/10/20, 0:29 drwxr:
|_| catalina.policy 12KB  POLICY File  2014/11/3, 16:45 -rw--
] catalina.properties 6KB PROPERTL.  2014/11/3, 16:45 -rw--
=] context.xml 1KB XML Docu... 2014/11/3, 16:45 -rw--
|« logging.propertiey 3KB PROPERTL.,  2014/11/3, 16:45 -rw--
%] serveryl 7KB XML Docu... 2018/1/4, 20:47 -rw--
ah' P m—— “ism G e Ana s e a e e

2. Edit the server.xml

You should find the line between the symbol " <!--" and "-->":
"<Connector port="8443..."

Please enable it.

And add

"keystoreFile="conf/tomcat.keystore" keystorePass="123456"
at the end of the line

Thatis:

<Connector port="8443" protocol="org.apache.coyote.httpll.Httpl1Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"

clientAuth="false" sslProtocol="TLS" keystoreFile="conf/tomcat.keystore"
keystorePass="123456" />
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e i = I O el B - B B T B

[ R L | LT L g | A —

] run cnnfd'E Jmp_uld|E eli confd'E Awailable Config yurc? cnnﬂ.’]'E BiE AR (20, contid| [H server.:m1Ed

E] <!-- A "Connector™ represents an endpoint by which requests are received
and responses are returned. Documentation at :

Java HTITP Comnector: /docs/config/http.html (blocking & mon-blocking)
Java AJP Connector: fdocs/config/ajp.html

AFR (HITE/AJP) Connector: /docs/apr.html

Define a non-SSL HITP/1.1 Connector on port 51682

= -

<Connecter port="51682" protocol="HTTP/1.1"
connectionTimeoutr="20000"
redirectPort="8443" />

<!-- A "Connector™ using the shared thread pool-->

(= P

«Connector executor="tomcatThreadPool™
port="51682" protocol: TTE/1.1"
connectionTimeout="20000"
redirectPort="8443" />

= -

=] <!-- Define a SS5L HITF/1.l1 Connector on port £443

This connector uses the BIO implementation that reguires the J33E
style configuration. When using the APR/native implementation, the
OpenSSL style configuration is required as described in the AFR/native
H documentation —->

90 <Connector port="8443" pratocol="org.apache.coyote.httpll.HttpllProtocal”

91 maxThreads="150" 5S5LEnabled="true" scheme="https" securs="true"

92 clientkuth="false" sslProtocol="TLS" ystoreFile="conf/tomcat.keystore" keystorePass="123456" />
93

34

9 B <l

g <Connector port="8443" protocol="org.apache.coyote.httpll.HEttpllErotocol”

maxThreads="150" 55LEnabled="tru

scheme="httpas"™ secure="true"
alse™ sslProtecol="ILS" />

clienthuth=

o ww
SR
T
|
|
v

Save and quit, and upload back to tomcat folder.

3. Upload the CA to tomcat folder (path: /usr/local/wed ora/gripa rtite/tomcat/conf) via xftp

er » SREED) » ~ [ 45| [ Search 26400 o]
Help
v Bum  Newfolder i~ Ol @
v
e
B a0 B B 0 B Ok B B
360data  360Downlo  360WiFi  APICloud2  DingTalkAp  Downloads iScan iScanRecor  Program Program
pData d Files Files (86)
QLDownloa Qt ResFetionl  USBWebser USDBAK Users wzEELE AFER 17101200 clitestcon
d og verevB.5_w g f
pdaxue.co
m
tomcatkey | USBWebser  wordpress_
store 481zip

o — = e )

‘Window Help
& ©- ew 3O 2

v Username Password

192.168.137.84

4= b L /ust/local/wedora/tripartite/tomcat/conf e

pe Modified “ || Name l%’ Size Type Modified Attriby

stem Fol... 1970/1/1, 8:00 [

4. Restart the wedora service to take effect.

5. After tomcat start,we can visit the HTTPS URL:
192.168.137.84:8443/wedora
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- “ My Cloud x Y NIRRT X
(D d https://192,168.137.84:8443 /wedara/ B ees o Q, @
M
b
Username
Password

Keep session

Hongdian Cloud

}
1

Copyright @my2017 Hongdian Coperation. All rights reserved

2.2 Real SSL operation

If you are still confused in section 2.1, this part will give you the advanced operation for real SSL. We apply for
the trial versions of the SSL certificate and domain.

Note: For your deploying, make sure you have the domain to redirect to the platform's IP, and have the
commercial SSL certificate.

2.2.1 Preparation

1. For this test, we apply for a domain via http://www.freenom.com.
Such as domain: henryjk404.tk. And it's DNS redirect to platform IP(for example: 47.88.149.108).

2. And we apply for the SSL CA via https://www.pianyissl.com/, for example "keystore.jks", as below
v Download » 550 » Tomcat

Share with - Burn Mew folder

s

T

keystorejks  password.tx
t

2.2.2 Operation

1. The operation is similar to section "2.1.2", here is no longer to repeat.

2. After upload the SSL CA to tomcat path, and update the "server.xml".
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You can use the https visit,as below.
https://henryjk404.tk:8443/wedora/login.hd

a Hongdian IaT Cloud x

&« C | & == | httpsy//henryjk404.tk:8443 fwedora/login.hd

we d O ra Cloud

Username

Username

Password

Password

Keep session

3. If you couldn't open the URL, it maybe the firewall preventing.You can disabled the firewall or allow the port
access.

Command for disabling firewall.

service iptables status

service iptables stop

3 Reference

This part shows the common operation on the Wedora platform.

3.1 Shell Command

The M2M cloud platform is installed in the Linux OS,CentOS 6. You should be able to login the CentOS via SSH, so
that you can input the Shell command install,change or upfate the the platform service.
We suggest xshell to login the CentOS's shell.

1. Add a new session or click an available session on Xshell as below, using SSH IP and port.
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@ Sessions
DNew| ol | ¥ By B X EPropeties |3 | | B + slc
All Sessions
MName Host =& Port Protocol User M.,.  Description
% alicentos 47.88.143,108 2 s5H root
Alicentos Properties @
Category:
=]- Authentication
: i General
- Login Prompts N i
... Login Scripts MName: Alicentos J‘
=5 5:5H Protocol: 5EH - | . _!_
i Security
.. Tunneling Host: 47,38, 149, 108
o SFTR Paort Mumber: 22
- TELNET
- RLOGIM Description:
- SERIAL
- Proxy
- Keep Alive
—l.. Tarminal [ P

2. After inputting the correct user name and password, you should enter the Shell as below

¥shell 5 (Build 1660)
Copyright (c) 2082-2017 MNetSarang Computer, Inc. ALl rights reserved.

Type "help® to learn how to use Xshell prompt.
[d:\~1%

Connecting to 47.88.149.108:22...

Connection established.

To escape to local shell, press 'Ctrl+Alt+]'.

Last logim: Mon Jan 8 12:51:21 2018 from 45.116.9.48

Welcome to aliyun Elastic Compute Service!

[root@iZ22322rpkl1Z ~1# ]

3.2 Transfer file via SFTP

We can transfer the file between local PCand CentOS server via sftp.
1. Open xshell client and login the shell command of the CentOS.

2. Input command cd <path>, and then click "xftp" icon, turn to xftp client for file transfering.As below.
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& Wedora_test - root@localhost/usr/local/wedora/tomcatTfwebapps - Xshell 5 {Free for Hom|

' 192168184184 - Xftp 5 (Free for Home/School) e e =]

Fle” Edit View Commands Tools Window Help

B - RO & G- PO -

File Edit View Tools Tsb Window Help
(=820 G- NHo, &-n-9-24- e
B sshi/frootr@19216816410422

191168.184.144

Just/local/wedora/tomeatTfwebapps v &3 O

[ Tos

® 1 Wedora_test B Desktop

Name Size Type Mo *
[ All Control Panel ltems System Fol... 1971
1% Computer System Fol... 1971
[58 Control Panel System Fol... 1971
A Libraries System Fol... 197
€ Network System Fol.., 197
2 File folder
A Administrator System Fol
BD_EA_ZM8620V1.00... Filefolder 201
Config Import Filefolder 201

Name Size Type

wedora File fo
[ Jucense 172Bytes  File

RUNNING bin conf Lil gs temp

3. Drag the file from your local folder to the Xftp for uploading.
[y I

= || & e 192.168.184.144
5 = =
i v 2017071... "*1” Sea rsion A Rl /ust/local/wedora/tomcat?/webapps v & O
sols Help Mo = [ Name : Size Type
= | el .
Open v  Bum  Newfolder B 1 @
| m wedorz File fo
197 || [ JLICENSE 172 Bytes  File
] L 197
wedora_071 -
Jtarge o
L 200
200
201
201
J7131ar.gz Date modified: 2017/7/131633 .
Size: 423 MB | K m ’
Name Status Progress  Size Local Path =l
&8 wedora 0713 4ar.gz In progres 0% 42.38MB E\IWord3_EFcustom.. 4
Drag the fi

3.3 Restart wedora

It can restart all the platform services.

Enter the shell command line, input commands:
cd /usr/local/wedora/bin

1s

./shutdown_wedora.sh

End by "Kafka is already closed!"

[root@localhost binl)# ./shutdown wedora.sh
stop mqtt
Node ' 127.0.06.1" responding to ping
stop Ke
No kafka
stop zookeepe
ZooKeeper default
Using config: S
Stopping zookeeper
stop fileserver
tomcat
ft P .wamp
ftp.mqtt
ibserver

stop wedora-
No wedora-stat serv
Mgtt 1s already cl
Zookeeper 1s already «
eady closed!

We can start up the services with the flowing command.
./startup_wedora.sh
End by "wedora startup".
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3.4 Change tomcat port

The URL visiting is base on tomcat service, and we can change the URL's port in tomcat configuration.
Such as the platform URL is:
http://192.168.137.84:51682/wedora

=51

| ® % [EEEYTEEREY)S1682/wedora/ v 8 e || Q mm

M2M Cloud

Username
Password

Keep session

1. We can change the port in TOMCAT_PATH/conf/server.xml
cd /usr/local/wedora/tripartite/tomcat/conf

2. Then turn to xftp for editing the server.xml; or use command vi server.xml to edit

P myPC-137.7 - root@localhost:/usr/local/wedora/tripartite/tomcat/conf - Xshell 5 (Free for Home/School)
G- G - MO &-3-0-24- €w HH -0 ®
a 192.168.137.84

% [ New Session (9)

File Edit View Tools Tab Window Help

» 1 myPC-137.7 ® 2 myPC-137.7 ® 3myPC-1377 4 myPC-137.7

. AlY rights

192.168.137.84 * -users.xml

fusr/local/wedora/tripartite/tomcat/conf - &w O
Name 2 Size Type Modified Attriby
Catalina File folder 2017/10/20, 0:29 drwxr
|_] catalina.policy 12KB  POLICY File  2014/11/3, 16:45 w
| catalina.properties 6KB PROPERTIL.. 2014/11/3, 16:45 -rw---
|:#'] context.xml 1KB XML Docu.. 2014/11/3, 16:45 w
|| logging.propertiey 3KE PROPERTL..  2014/11/3,16:45 w
% serveranl 7KB XML Docu... 2018/1/4, 20:47 w
b P cim una A
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3. Change the port in server.xml, and upload it back to xftp.

4. Restart the tomcat in shell command; or you can also restart wedora.
cd /usr/local/wedora/tripartite/tomcat/bin
1s

./shutdown.sh
ps -ef|grep tomcat

#Check if tomcat was closed, if not, input "kill -9 <tomcat PID>"
./startup.sh
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